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CVE CVE-2023-32004
State PUBLIC
Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-15 16:15:00 UTC
Updated 2023-09-15 14:15:00 UTC
Description A vulnerability has been discovered in Node.js version 20, specifically within the experimental permission model. This flaw t
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 37 All All All

Operating System Fedoraproject Fedora 38 All All All

Application Nodejs Node.js All All All All

Reference Source Link 1
August 2023 Node.js Vulnerabilities in NetApp Products | NetApp Product Security MISC security.netapp.com
HackerOne MISC hackerone.com
[SECURITY] Fedora 37 Update: nodejs18-18.17.1-1.fc37 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org
[SECURITY] Fedora 38 Update: nodejs16-16.20.2-1.fc38 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org C
NVD vulnerability detail NVD nvd.nist.gov C
1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

284408 Fedora Security Update for nodejs16 (FEDORA-2023-d12a917ab4)


https://cve.report/
https://cve.report/CVE-2023-32004/mitre
https://cve.report/CVE-2023-32004/nist
https://cve.report/CVE-2023-32004/cve_org
https://cve.report/CVE-2023-32004.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/nodejs
http://cve.report/software/nodejs/node.js
https://security.netapp.com/advisory/ntap-20230915-0009/
https://hackerone.com/reports/2038134
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/JQPELKG2LVTADSB7ME73AV4DXQK47PWK/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/PBOZE2QZIBLFFTYWYN23FGKN6HULZ6HX/
https://www.cve.org/CVERecord?id=CVE-2023-32004
https://nvd.nist.gov/vuln/detail/CVE-2023-32004
http://cve.report/qid/284408

284421 Fedora Security Update for nodejs16 (FEDORA-2023-18476abd7e)

296106 Oracle Solaris 11.4 Support Repository Update (SRU) 64.157.2 Missing (CPUOCT2023)
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