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The use of "'module.constructor.createRequire()” can bypass the policy mechanism and require modules outside of the polic

] 1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application

Application

Vendor Product Version Update Edition Language
Fedoraproject Fedora 37 All All All
Fedoraproject Fedora 38 All All All
Nodejs Node.js All All All All
Nodejs Node.js All All All All
Nodejs Node.js All All All All

References

Reference Source Link 1
August 2023 Node.js Vulnerabilities in NetApp Products | NetApp Product Security MISC security.netapp.com
[SECURITY] Fedora 37 Update: nodejs18-18.17.1-1.fc37 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org
HackerOne MISC hackerone.com
[SECURITY] Fedora 38 Update: nodejs16-16.20.2-1.fc38 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org C
NVD vulnerability detail NVD nvd.nist.gov C
a S

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

160945 Oracle Enterprise Linux Security Update for 18 (ELSA-2023-5363)
160946 Oracle Enterprise Linux Security Update for nodejs:18 (ELSA-2023-5362)
160947 Oracle Enterprise Linux Security Update for nodejs:16 (ELSA-2023-5360)
160964 Oracle Enterprise Linux Security Update for nodejs (ELSA-2023-5532)
242084 Red Hat Update for nodejs:18 security (RHSA-2023:5363)

242085 Red Hat Update for nodejs:16 security (RHSA-2023:5361)

242086 Red Hat Update for nodejs:18 security (RHSA-2023:5362)

242087 Red Hat Update for nodejs:16 security (RHSA-2023:5360)

242126 Red Hat Update for nodejs (RHSA-2023:5532)

242132 Red Hat Update for nodejs security (RHSA-2023:5533)

284408 Fedora Security Update for nodejs16 (FEDORA-2023-d12a917ab4)
284421 Fedora Security Update for nodejs16 (FEDORA-2023-18476abd7e)
503420 Alpine Linux Security Update for nodejs

505900 Alpine Linux Security Update for nodejs

6000404 Debian Security Update for nodejs (DSA 5589-1)

907290 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs18 (27926-1)
907309 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs (27941-1)
941273 AlmaLinux Security Update for nodejs:18 (ALSA-2023:5362)

941274 AlmaLinux Security Update for nodejs:16 (ALSA-2023:5360)

941275 AlmaLinux Security Update for nodejs:18 (ALSA-2023:5363)

941291 AlmaLinux Security Update for nodejs (ALSA-2023:5532)

961024 Rocky Linux Security Update for nodejs:18 (RLSA-2023:5363)

961044 Rocky Linux Security Update for nodejs (RLSA-2023:5532)
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