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Summary

CVE CVE-2023-32184

State PUBLIC

Assigner security@suse.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-19 10:15:00 UTC

Updated 2023-09-22 15:23:00 UTC

Description A Insecure Storage of Sensitive Information vulnerability in openSUSE opensuse-welcome allows local attackers to execute code as the user that runs opensuse-welcome if a custom layout is chosen This issue affects opensuse-welcome: from 0.1 before 0.1.9+git.35.4b9444a.

Risk And Classification

Problem Types: CWE-922

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opensuse Welcome All All All All

References

Reference

1213708 – (CVE-2023-32184) VUL-0: CVE-2023-32184: opensuse-welcome: local arbitrary code execution in XFCE environment if custom desktop layout is selected

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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