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CVE CVE-2023-32206
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-02 17:15:00 UTC
Updated 2024-01-07 11:15:00 UTC
Description An out-of-bound read could have led to a crash in the RLBox Expat driver. This vulnerability affects Firefox < 113, Firefox E

/ |
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Thunderbird All All All All
References |
Reference Source Link Tags
Access Denied MISC bugzilla.mozilla.org
Security Vulnerabilities fixed in Firefox 113 — Mozilla MISC www.mozilla.org
Security Vulnerabilities fixed in Firefox ESR 102.11 — Mozilla MISC www.mozilla.org
Security Vulnerabilities fixed in Thunderbird 102.11 — Mozilla MISC www.mozilla.org
GLSA-202312-03 security.gentoo.org
GLSA-202401-10 security.gentoo.org
CVE Program record CVE.ORG WWW.CVe.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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160642 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2023-3150)
160644 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2023-3151)
160645 Oracle Enterprise Linux Security Update for firefox (ELSA-2023-3137)
160647 Oracle Enterprise Linux Security Update for firefox (ELSA-2023-3143)
160673 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2023-3221)
160721 Oracle Enterprise Linux Security Update for firefox (ELSA-2023-3220)
181776 Debian Security Update for firefox-esr (DSA 5400-1)

181777 Debian Security Update for firefox-esr (DLA 3417-1)

181783 Debian Security Update for thunderbird (DSA 5403-1)

181784 Debian Security Update for thunderbird (DLA 3421-1)

182218 Debian Security Update for firefox-esrthunderbird (CVE-2023-32206)
199339 Ubuntu Security Notification for Firefox Vulnerabilities (USN-6074-1)
199340 Ubuntu Security Notification for Thunderbird Vulnerabilities (USN-6075-1)
241513 Red Hat Update for thunderbird (RHSA-2023:3151)

241519 Red Hat Update for thunderbird (RHSA-2023:3150)

241521 Red Hat Update for firefox (RHSA-2023:3141)

241523 Red Hat Update for firefox (RHSA-2023:3137)

241524 Red Hat Update for firefox (RHSA-2023:3142)

241529 Red Hat Update for thunderbird (RHSA-2023:3154)

241533 Red Hat Update for thunderbird (RHSA-2023:3149)

241534 Red Hat Update for firefox (RHSA-2023:3143)

241535 Red Hat Update for firefox (RHSA-2023:3140)

241536 Red Hat Update for thunderbird (RHSA-2023:3155)

241545 Red Hat Update for thunderbird (RHSA-2023:3221)

241547 Red Hat Update for firefox (RHSA-2023:3220)

241594 Red Hat Update for thunderbird (RHSA-2023:3153)

241616 Red Hat Update for thunderbird (RHSA-2023:3152)

241631 Red Hat Update for firefox (RHSA-2023:3138)
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241647 Red Hat Update for firefox (RHSA-2023:3139)

355327 Amazon Linux Security Advisory for thunderbird : ALAS2-2023-2051

356220 Amazon Linux Security Advisory for firefox : ALASFIREFOX-2023-005

356496 Amazon Linux Security Advisory for firefox : ALAS2FIREFOX-2023-005

378475 Mozilla Firefox Multiple Vulnerabilities (MFSA2023-16)

378476 Mozilla Firefox ESR Multiple Vulnerabilities (MFSA2023-17)

378481 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2023-18)

503447 Alpine Linux Security Update for firefox-esr

506055 Alpine Linux Security Update for firefox-esr

710803 Gentoo Linux Mozilla Thunderbird Multiple Vulnerabilities (GLSA 202312-03)

710830 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 202401-10)

753988 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:2176-1)

753989 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:2175-1)

753991 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:2173-1)

941112 AlmalLinux Security Update for firefox (ALSA-2023:3220)

941113 AlmaLinux Security Update for thunderbird (ALSA-2023:3221)

941123 AlmalLinux Security Update for firefox (ALSA-2023:3143)

941125 AlmaLinux Security Update for thunderbird (ALSA-2023:3150)

960930 Rocky Linux Security Update for firefox (RLSA-2023:3220)

960935 Rocky Linux Security Update for thunderbird (RLSA-2023:3221)
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