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CVE CVE-2023-3223
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-27 15:18:00 UTC
Updated 2023-11-07 04:18:00 UTC
Description A flaw was found in undertow. Servlets annotated with @MultipartConfig may cause an OutOfMemoryError due to large mu

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System  Redhat  Enterprise Linux 7.0 All All All
Operating System  Redhat  Enterprise Linux 8.0 All All All
Operating System  Redhat  Enterprise Linux 9.0 All All All
Application Redhat Jboss Enterprise Application Platform 7.4 All All All
Application Redhat  Jboss Enterprise Application Platform Text-only Advisories - All All All
Application Redhat  Openshift Container Platform 411 All All All
Application Redhat  Openshift Container Platform 412 All All All
Application Redhat  Openshift Container Platform For Iom Linuxone 410 All All All
Application Redhat  Openshift Container Platform For Ibm Linuxone 4.9 All All All
Application Redhat  Openshift Container Platform For Power 410 All All All
Application Redhat  Openshift Container Platform For Power 4.9 All All All
Application Redhat  Single Sign-on - All All All
Application Redhat  Single Sign-on 7.6 All All All
Application Redhat  Undertow All All All All
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2209689 — (CVE-2023-3223) CVE-2023-3223 undertow: OutOfMemoryError due to @MultipartConfig handling MISC
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

241932 Red Hat Update for JBoss Enterprise Application Platform 7.4 on RHEL 9 (RHSA-2023:4507)

241943 Red Hat Update for JBoss Enterprise Application Platform 7.4 on RHEL 8 (RHSA-2023:4506)

241944 Red Hat Update for JBoss Enterprise Application Platform 7.4 on RHEL 7 (RHSA-2023:4505)

995428 Java (Maven) Security Update for io.undertow:undertow-parent (GHSA-65h2-wf7m-g2v8)
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