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Summary

CVE CVE-2023-32265

State PUBLIC

Assigner security@opentext.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-20 14:15:00 UTC

Updated 2023-07-31 17:06:00 UTC

Description A potential security vulnerability has been identified in the Enterprise Server Common Web Administration (ESCWA) component used in Enterprise Server, Enterprise Test Server, Enterprise Developer, Visual COBOL, and COBOL Server. An attacker would need to be authenticated into ESCWA to attempt to exploit this vulnerability. As described in the hardening guide in the product documentation, other mitigations including restricting network access to ESCWA and restricting usersâ€™ permissions in the Micro Focus Directory Server also reduce the exposure to this issue. 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microfocus Cobol Server 6.0 - All All

Application Microfocus Cobol Server 7.0 - All All

Application Microfocus Cobol Server 8.0 - All All

Application Microfocus Enterprise Developer 6.0 - All All

Application Microfocus Enterprise Developer 7.0 - All All

Application Microfocus Enterprise Developer 8.0 - All All

Application Microfocus Enterprise Server 6.0 - All All

Application Microfocus Enterprise Server 7.0 - All All

Application Microfocus Enterprise Server 8.0 - All All

Application Microfocus Enterprise Test Server 6.0 - All All

Application Microfocus Enterprise Test Server 7.0 - All All

Application Microfocus Enterprise Test Server 8.0 - All All

Application Microfocus Visual Cobol 6.0 - All All

Application Microfocus Visual Cobol 7.0 - All All

Application Microfocus Visual Cobol 8.0 - All All
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Reference Source Link Tags

Portal MISC portal.microfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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