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Sofia-SIP is an open-source SIP User-Agent library, compliant with the IETF RFC3261 specification. Referring to [GHSA-8¢
| i

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 10.0 All All All
Signalwire Sofia-sip All All All All

References

/]

Reference So
[SECURITY] [DLA 3441-1] sofia-sip security update MI
Debian -- Security Information -- DSA-5431-1 sofia-sip MI¢

heap-over-flow and integer-overflow in stun_parse_attr_error_code and stun_parse_attr_uint32 - Advisory - freeswitch/sofia-sip - GitHub Ml
CVE Program record CV

NVD vulnerability detail NV

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181821 Debian Security Update for sofia-sip (DLA 3441-1)

181875 Debian Security Update for sofia-sip (DSA 5431-1)
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182328 Deblan Security Update tor sofia-sip (CVE-2023-32307)

199857 Ubuntu Security Notification for Sofia-SIP Vulnerability (USN-6448-1)

284940 Fedora Security Update for sofia (FEDORA-2024-b9c02df30f)
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