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Summary

CVE CVE-2023-32307

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-26 23:15:00 UTC

Updated 2023-06-17 04:15:00 UTC

Description Sofia-SIP is an open-source SIP User-Agent library, compliant with the IETF RFC3261 specification. Referring to [GHSA-8599-x7rq-fr54](https://github.com/freeswitch/sofia-sip/security/advisories/GHSA-8599-x7rq-fr54), several other potential heap-over-flow and integer-overflow in stun_parse_attr_error_code and stun_parse_attr_uint32 were found because the lack of attributes length check when Sofia-SIP handles STUN packets. The previous patch of [GHSA-8599-x7rq-fr54](https://github.com/freeswitch/sofia-sip/security/advisories/GHSA-8599-x7rq-fr54) fixed the vulnerability when attr_type did not match the enum value, but there are also vulnerabilities in the handling of other valid cases. The OOB read and integer-overflow made by attacker may lead to crash, high consumption of memory or even other more serious consequences. These issue have been addressed in version 1.13.15. Users are advised to upgrade.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Application Signalwire Sofia-sip All All All All

References

Reference Source

[SECURITY] [DLA 3441-1] sofia-sip security update MISC

Debian -- Security Information -- DSA-5431-1 sofia-sip MISC

heap-over-flow and integer-overflow in stun_parse_attr_error_code and stun_parse_attr_uint32 · Advisory · freeswitch/sofia-sip · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181821 Debian Security Update for sofia-sip (DLA 3441-1)

181875 Debian Security Update for sofia-sip (DSA 5431-1)

182328 Debian Security Update for sofia-sip (CVE-2023-32307)
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182328 Debian Security Update for sofia-sip (CVE-2023-32307)

199857 Ubuntu Security Notification for Sofia-SIP Vulnerability (USN-6448-1)
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