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Summary

CVE CVE-2023-32360

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-23 18:15:00 UTC

Updated 2023-09-30 20:15:00 UTC

Description An authentication issue was addressed with improved state management. This issue is fixed in macOS Big Sur 11.7.7, macOS Monterey 12.6.6, macOS Ventura 13.4. An unauthenticated user may be able to access recently printed documents.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Macos All All All All

References

Reference Source Link Tags

About the security content of macOS Ventura 13.4 - Apple Support MISC support.apple.com

About the security content of macOS Monterey 12.6.6 - Apple Support MISC support.apple.com

[SECURITY] [DLA 3594-1] cups security update MISC lists.debian.org

About the security content of macOS Big Sur 11.7.7 - Apple Support MISC support.apple.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199786 Ubuntu Security Notification for CUPS Vulnerability (USN-6361-2)

257253 CentOS Security Update for cups

257275 CentOS Security Update for cups (CESA-2023:4766)
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CVE.report and Source URL Uptime Status status.cve.report

356164 Amazon Linux Security Advisory for cups : ALAS-2023-1828

378504 Apple macOS Monterey 12.6.6 Not Installed (HT213759)

378505 Apple macOS Ventura 13.4 Not Installed (HT213758)

378506 Apple macOS Big Sur 11.7.7 Not Installed (HT213760)

378887 Alibaba Cloud Linux Security Update for cups (ALINUX2-SA-2023:0038)

378890 Alibaba Cloud Linux Security Update for cups (ALINUX3-SA-2023:0110)

6000163 Debian Security Update for cups (DLA 3594-1)

754891 SUSE Enterprise Linux Security Update for cups (SUSE-SU-2023:3707-1)

754892 SUSE Enterprise Linux Security Update for cups (SUSE-SU-2023:3706-1)
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