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Summary

CVE CVE-2023-32627

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-10 18:15:00 UTC

Updated 2023-11-07 04:14:00 UTC

Description A floating point exception vulnerability was found in sox, in the read_samples function at sox/src/voc.c:334:18. This flaw can lead to a denial of service.

Risk And Classification

Problem Types: CWE-697

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fedoraproject Extra Packages For Enterprise Linux 8.0 All All All

Operating System Fedoraproject Fedora 38 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Application Sox Project Sox 14.4.3 All All All

References

Reference Source Link Tags

[SECURITY] [DLA 3527-1] sox security update MISC lists.debian.org

cve-details MISC access.redhat.com

2212282 – (CVE-2023-32627) CVE-2023-32627 sox: floating point exception in src/voc.c MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2023-32627/mitre
https://cve.report/CVE-2023-32627/nist
https://cve.report/CVE-2023-32627/cve_org
https://cve.report/api/cve/CVE-2023-32627.json
https://cve.report/CVE-2023-32627.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/extra_packages_for_enterprise_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/sox_project
http://cve.report/software/sox_project/sox
https://lists.debian.org/debian-lts-announce/2023/08/msg00015.html
https://access.redhat.com/security/cve/CVE-2023-32627
https://bugzilla.redhat.com/show_bug.cgi?id=2212282
https://www.cve.org/CVERecord?id=CVE-2023-32627
https://nvd.nist.gov/vuln/detail/CVE-2023-32627
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