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Summary

CVE CVE-2023-3264

State PUBLIC

Assigner trellixpsirt@trellix.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-14 05:15:00 UTC

Updated 2023-08-25 06:15:00 UTC

Description The Dataprobe iBoot PDU running firmware version 1.43.03312023 or earlier uses hard-coded credentials for all interactions with the internal Postgres database. A malicious agent with the ability to execute operating system commands on the device can leverage this vulnerability to read, modify, or delete arbitrary database records.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cyberpower Powerpanel Server All All All All

Hardware Dataprobe Iboot-pdu4-c20 - All All All

Operating System Dataprobe Iboot-pdu4-c20 Firmware All All All All

Hardware Dataprobe Iboot-pdu4-n20 - All All All

Operating System Dataprobe Iboot-pdu4-n20 Firmware All All All All

Hardware Dataprobe Iboot-pdu4a-c10 - All All All

Operating System Dataprobe Iboot-pdu4a-c10 Firmware All All All All

Hardware Dataprobe Iboot-pdu4a-c20 - All All All

Operating System Dataprobe Iboot-pdu4a-c20 Firmware All All All All

Hardware Dataprobe Iboot-pdu4a-n15 - All All All

Operating System Dataprobe Iboot-pdu4a-n15 Firmware All All All All

Hardware Dataprobe Iboot-pdu4a-n20 - All All All

Operating System Dataprobe Iboot-pdu4a-n20 Firmware All All All All

Hardware Dataprobe Iboot-pdu4sa-c10 - All All All

Operating System Dataprobe Iboot-pdu4sa-c10 Firmware All All All All

Hardware Dataprobe Iboot-pdu4sa-c20 - All All All

Operating System Dataprobe Iboot-pdu4sa-c20 Firmware All All All All
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Operating System Dataprobe Iboot-pdu4sa-c20 Firmware All All All All

Hardware Dataprobe Iboot-pdu4sa-n15 - All All All

Operating System Dataprobe Iboot-pdu4sa-n15 Firmware All All All All

Hardware Dataprobe Iboot-pdu4sa-n20 - All All All

Operating System Dataprobe Iboot-pdu4sa-n20 Firmware All All All All

Hardware Dataprobe Iboot-pdu8a-2c10 - All All All

Operating System Dataprobe Iboot-pdu8a-2c10 Firmware All All All All

Hardware Dataprobe Iboot-pdu8a-2c20 - All All All

Operating System Dataprobe Iboot-pdu8a-2c20 Firmware All All All All

Hardware Dataprobe Iboot-pdu8a-2n15 - All All All

Operating System Dataprobe Iboot-pdu8a-2n15 Firmware All All All All

Hardware Dataprobe Iboot-pdu8a-2n20 - All All All

Operating System Dataprobe Iboot-pdu8a-2n20 Firmware All All All All

Hardware Dataprobe Iboot-pdu8a-c10 - All All All

Operating System Dataprobe Iboot-pdu8a-c10 Firmware All All All All

Hardware Dataprobe Iboot-pdu8a-c20 - All All All

Operating System Dataprobe Iboot-pdu8a-c20 Firmware All All All All

Hardware Dataprobe Iboot-pdu8a-n15 - All All All

Operating System Dataprobe Iboot-pdu8a-n15 Firmware All All All All

Hardware Dataprobe Iboot-pdu8a-n20 - All All All

Operating System Dataprobe Iboot-pdu8a-n20 Firmware All All All All

Hardware Dataprobe Iboot-pdu8sa-2n15 - All All All

Operating System Dataprobe Iboot-pdu8sa-2n15 Firmware All All All All

Hardware Dataprobe Iboot-pdu8sa-c10 - All All All

Operating System Dataprobe Iboot-pdu8sa-c10 Firmware All All All All

Hardware Dataprobe Iboot-pdu8sa-n15 - All All All

Operating System Dataprobe Iboot-pdu8sa-n15 Firmware All All All All

Hardware Dataprobe Iboot-pdu8sa-n20 - All All All

Operating System Dataprobe Iboot-pdu8sa-n20 Firmware All All All All

References

Reference Source Link Tags

The Threat Lurking in Data Centers – Hack Power Management Systems, Take All the Power MISC www.trellix.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu4sa-n15
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu4sa-n15_firmware
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu4sa-n20
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu4sa-n20_firmware
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-2c10
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-2c10_firmware
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-2c20
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-2c20_firmware
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-2n15
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-2n15_firmware
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-2n20
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-2n20_firmware
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-c10
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-c10_firmware
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-c20
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-c20_firmware
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-n15
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-n15_firmware
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-n20
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8a-n20_firmware
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8sa-2n15
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8sa-2n15_firmware
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8sa-c10
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8sa-c10_firmware
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8sa-n15
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8sa-n15_firmware
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8sa-n20
http://cve.report/vendor/dataprobe
http://cve.report/software/dataprobe/iboot-pdu8sa-n20_firmware
https://www.trellix.com/en-us/about/newsroom/stories/research/the-threat-lurking-in-data-centers.html
https://www.cve.org/CVERecord?id=CVE-2023-3264
https://nvd.nist.gov/vuln/detail/CVE-2023-3264


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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