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Summary

CVE CVE-2023-32664

State PUBLIC

Assigner talos-cna@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-19 14:15:00 UTC

Updated 2023-09-15 19:15:00 UTC

Description A type confusion vulnerability exists in the Javascript checkThisBox method as implemented in Foxit Reader 12.1.2.15332. Specially crafted Javascript code inside a malicious PDF document can cause memory corruption and lead to remote code execution. User would need to open a malicious file to trigger the vulnerability.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Foxit Pdf Reader 12.1.2.15332 All All All

References

Reference Source Link Tags

TALOS-2023-1795 || Cisco Talos Intelligence Group - Comprehensive Threat Intelligence MISC www.talosintelligence.com

TALOS-2023-1795 || Cisco Talos Intelligence Group - Comprehensive Threat Intelligence MISC talosintelligence.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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378696 Foxit PDF Reader and Foxit PDF Editor Prior to 12.1.3 Multiple Security Vulnerabilities

379068 Foxit PDF Editor 11.2.7 Multiple Security Vulnerabilities
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