VE-2023-32682

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2023-32682
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Published 2023-06-06 19:15:00 UTC

Updated 2023-06-17 03:15:00 UTC

Description Synapse is a Matrix protocol homeserver written in Python with the Twisted framework. In affected versions it may be possi
o ] i

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Matrix Synapse All All All All

References

Reference Source
JSON Web Tokens - Synapse MISC
Configuration Manual - Synapse MISC

Do not allow deactivated users to login with JWT by clokep - Pull Request #15624 - matrix-org/synapse - GitHub ~ MISC
[SECURITY] Fedora 38 Update: matrix-synapse-1.85.2-1.fc38 - package-announce - Fedora Mailing-Lists MISC

Consolidate logic to check for deactivated users. by clokep - Pull Request #15634 - matrix-org/synapse - GitHub ~ MISC

Users - Synapse MISC
Improper checks for deactivated users during login - Advisory - matrix-org/synapse - GitHub MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

4 |

No vendor comments have been submitted for this CVE.

Link
matrix-org.gitl
matrix-org.gitl
github.com
lists.fedoraprc
github.com
matrix-org.gitl
github.com
WWw.cve.org

nvd.nist.gov

il

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2023-32682/mitre
https://cve.report/CVE-2023-32682/nist
https://cve.report/CVE-2023-32682/cve_org
https://cve.report/api/cve/CVE-2023-32682.json
https://cve.report/CVE-2023-32682.pdf
http://cve.report/vendor/matrix
http://cve.report/software/matrix/synapse
https://matrix-org.github.io/synapse/latest/jwt.html
https://matrix-org.github.io/synapse/latest/usage/configuration/config_documentation.html#password_config
https://github.com/matrix-org/synapse/pull/15624
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/X6DH5A5YEB5LRIPP32OUW25FCGZFCZU2/
https://github.com/matrix-org/synapse/pull/15634
https://matrix-org.github.io/synapse/latest/admin_api/user_admin_api.html#create-or-modify-account
https://github.com/matrix-org/synapse/security/advisories/GHSA-26c5-ppr8-f33p
https://www.cve.org/CVERecord?id=CVE-2023-32682
https://nvd.nist.gov/vuln/detail/CVE-2023-32682

284065 Fedora Security Update for matrix (FEDORA-2023-56760afca8)
503362 Alpine Linux Security Update for synapse

506254 Alpine Linux Security Update for synapse
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