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Summary

CVE CVE-2023-32683

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-06 19:15:00 UTC

Updated 2023-06-17 03:15:00 UTC

Description Synapse is a Matrix protocol homeserver written in Python with the Twisted framework. A discovered oEmbed or image URL can bypass the `url_preview_url_blacklist` setting potentially allowing server side request forgery or bypassing network policies. Impact is limited to IP addresses allowed by the `url_preview_ip_range_blacklist` setting (by default this only allows public IPs) and by the limited information returned to the client: 1. For discovered oEmbed URLs, any non-JSON response or a JSON response which includes non-oEmbed information is discarded. 2. For discovered image URLs, any non-image response is discarded. Systems which have URL preview disabled (via the `url_preview_enabled` setting) or have not configured a `url_preview_url_blacklist` are not affected. This issue has been addressed in version 1.85.0. Users are advised to upgrade. User unable to upgrade may also disable URL previews.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Matrix Synapse All All All All

References

Reference Source

[SECURITY] Fedora 38 Update: matrix-synapse-1.85.2-1.fc38 - package-announce - Fedora Mailing-Lists MISC

URL deny list bypass via oEmbed and image URLs when generating previews · Advisory · matrix-org/synapse · GitHub MISC

Apply url_preview_url_blacklist to oEmbed and pre-cached images by clokep · Pull Request #15601 · matrix-org/synapse · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

284065 Fedora Security Update for matrix (FEDORA-2023-56760afca8)

503362 Alpine Linux Security Update for synapse

506254 Alpine Linux Security Update for synapse
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