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Summary

CVE CVE-2023-32689

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-30 18:15:00 UTC

Updated 2023-06-06 20:08:00 UTC

Description Parse Server is an open source backend that can be deployed to any infrastructure that can run Node.js. Versions prior to 5.4.4 and 6.1.1 are vulnerable to a phishing attack vulnerability that involves a user uploading malicious files. A malicious user could upload an HTML file to Parse Server via its public API. That HTML file would then be accessible at the internet domain at which Parse Server is hosted. The URL of the the uploaded HTML could be shared for phishing attacks. The HTML page may seem legitimate because it is served under the internet domain where Parse Server is hosted, which may be the same as a company's official website domain. 

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Parseplatform Parse-server All All All All

References

Reference

feat: Add new Parse Server option `fileUpload.fileExtensions` to restrict file upload by file extension by mtrezza · Pull Request #8537 · parse-community/parse-server · GitHub

feat: Add new Parse Server option `fileUpload.fileExtensions` to restrict file upload by file extension by mtrezza · Pull Request #8538 · parse-community/parse-server · GitHub

Phishing attack vulnerability by uploading malicious HTML file · Advisory · parse-community/parse-server · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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