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CVE CVE-2023-32695
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-27 16:15:00 UTC
Updated 2023-06-05 15:54:00 UTC
Description socket.io parser is a socket.io encoder and decoder written in JavaScript complying with version 5 of socket.io-protocol. A ¢

/ |

Risk And Classification

Problem Types: CWE-754

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Socket Socket.io-parser All All All All

Reference Source Link Tags
Release 4.2.3 - socketio/socket.io-parser - GitHub MISC github.com

fix: check the format of the event name - socketio/socket.io-parser@2dc3c92 - GitHub MISC github.com

Insufficient validation when decoding a Socket.lO packet - Advisory - socketio/socket.io-parser - GitHub ~ MISC github.com

fix: check the format of the event name - socketio/socket.io-parser@3b78117 - GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canoni
NVD vulnerability detail NVD nvd.nist.gov  canonic
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

182510 Debian Security Update for node-socket.io-parser (CVE-2023-32695)
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