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Print: PDF 1)

CVE CVE-2023-32707
State PUBLIC
Assigner prodsec@splunk.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2023-06-01 17:15:00 UTC
Updated 2023-11-07 04:14:00 UTC
Description In versions of Splunk Enterprise below 9.0.5, 8.2.11, and 8.1.14, and Splunk Cloud Platform below version 9.0.2303.100, a

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Splunk Splunk All
Application Splunk Splunk Cloud Platform All

Update Edition Language
All All All
All All All

References

Reference Source
Page Not Found - Splunk Security Content MISC
Splunk edit_user Capability Privilege Escalation ~ Packet Storm MISC
Splunk Enterprise Account Takeover ~ Packet Storm MISC
SVD-2023-0602 | Splunk Vulnerability Disclosure MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Link Tags
research.splunk.com
packetstormsecurity.com
packetstormsecurity.com
advisory.splunk.com

WwWw.Ccve.org canonical

nvd.nist.gov canonical, analysis

378596 Splunk Enterprise Security Update (SVD-2023-0601) (SVD-2023-0602)
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https://cve.report/CVE-2023-32707/mitre
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https://cve.report/api/cve/CVE-2023-32707.json
https://cve.report/CVE-2023-32707.pdf
http://cve.report/vendor/splunk
http://cve.report/software/splunk/splunk
http://cve.report/vendor/splunk
http://cve.report/software/splunk/splunk_cloud_platform
https://research.splunk.com/application/39e1c326-67d7-4c0d-8584-8056354f6593/
http://packetstormsecurity.com/files/175386/Splunk-edit_user-Capability-Privilege-Escalation.html
http://packetstormsecurity.com/files/174602/Splunk-Enterprise-Account-Takeover.html
https://advisory.splunk.com/advisories/SVD-2023-0602
https://www.cve.org/CVERecord?id=CVE-2023-32707
https://nvd.nist.gov/vuln/detail/CVE-2023-32707
http://cve.report/qid/378596
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