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CVE Program / NVD first with legacy fallback
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A stored XSS has been found in the Zabbix web application in the Maps element if a URL field is set with spaces before UF

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Zabbix Zabbix 7.0.0 alphai All All
Zabbix Zabbix 7.0.0 alpha2 All All
Zabbix Zabbix 7.0.0 alpha3 All All
Zabbix Zabbix All All All All
Zabbix Zabbix All All All All
Zabbix Zabbix All All All All
Zabbix Zabbix All All All All

References

Reference Source Link Tags

[SECURITY] [DLA 3717-1] zabbix security update lists.debian.org

[ZBX-23389] Stored XSS in Maps element (CVE-2023-32721) - ZABBIX SUPPORT  MISC support.zabbix.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
1 | +]

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

150733 Zabbix Stored Cross-Site Scripting (XSS) vulnerability (CVE-2023-32721)

6000442 Debian Security Update for zabbix (DLA 3717-1)
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