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CVE CVE-2023-32731
State PUBLIC
Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-09 11:15:00 UTC
Updated 2023-06-15 22:18:00 UTC
Description When gRPC HTTP2 stack raised a header size exceeded error, it skipped parsing the rest of the HPACK frame. This cause
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Grpc Grpc All All All All
Reference Source Link
[chttp2] Fix some fuzzer found bugs. by ctiller - Pull Request #33005 - grpc/grpc - GitHub MISC github.com
[http2] Dont drop connections on metadata limit exceeded by ctiller - Pull Request #32309 - grpc/grpc - GitHub ~ MISC github.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

4 |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

20391 IBM DB2 Denial of Service (DoS) Vulnerability (7087234)

355803 Amazon Linux Security Advisory for grpc : ALAS2023-2023-282
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