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Summary

CVE CVE-2023-32752

State PUBLIC

Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-16 04:15:00 UTC

Updated 2023-07-03 17:37:00 UTC

Description L7 Networks InstantScan IS-8000 & InstantQoS IQ-8000’s file uploading function does not restrict upload of file with dangerous type. An unauthenticated remote attacker can exploit this vulnerability to upload and run arbitrary executable files to perform arbitrary system commands or disrupt service.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application L7-networks Instantqos iq-8000 All All All

Application L7-networks Instantscan is-8000 All All All

References

Reference

TWCERT/CC Taiwan Computer Emergency Response Team/Coordination Center-L7 Networks InstantScan & InstantQoS - Arbitrary File Upload

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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