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CVE CVE-2023-32766
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2023-06-05 15:15:00 UTC
Updated 2023-06-09 22:42:00 UTC
Description Gitpod before 2022.11.3 allows XSS because redirection can occur for some protocols outside of the trusted set of three (v:

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Gitpod Gitpod All All All

Language

All

References

Reference

allow to redirect only for whitelisted trusted protocols by akosyakov - Pull Request #17559 - gitpod-io/gitpod - GitHub
Gitpod Trust Center | SafeBase

allow to redirect only for whitelisted trusted protocols (#17559) - gitpod-io/gitpod@6771283 - GitHub

Release 2022.11.3 - gitpod-io/gitpod - GitHub

Comparing release-2022.11.2...2022.11.3 - gitpod-io/gitpod - GitHub

Dashboard — Gitpod

CVE Program record

NVD vulnerability detail

1]

Source Link

MISC github.co
MISC app.safet
MISC github.co
MISC github.co
MISC github.co
MISC www.gitpr

CVE.ORG www.cve.

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
https://cve.report/CVE-2023-32766/mitre
https://cve.report/CVE-2023-32766/nist
https://cve.report/CVE-2023-32766/cve_org
https://cve.report/CVE-2023-32766.pdf
http://cve.report/vendor/gitpod
http://cve.report/software/gitpod/gitpod
https://github.com/gitpod-io/gitpod/pull/17559
https://app.safebase.io/portal/71ccd717-aa2d-4a1e-942e-c768d37e9e0c/preview?product=default&tcuUid=1d505bda-9a38-4ca5-8724-052e6337f34d
https://github.com/gitpod-io/gitpod/commit/6771283c3406586e352337675b79ff2ca50f191b
https://github.com/gitpod-io/gitpod/releases/tag/2022.11.3
https://github.com/gitpod-io/gitpod/compare/release-2022.11.2...2022.11.3
https://www.gitpod.io
https://www.cve.org/CVERecord?id=CVE-2023-32766
https://nvd.nist.gov/vuln/detail/CVE-2023-32766
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