=

VE-2023-

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2023-3300
State PUBLIC
Assigner security@hashicorp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-20 00:15:00 UTC
Updated 2023-07-27 19:22:00 UTC
Description HashiCorp Nomad and Nomad Enterprise 0.11.0 up to 1.5.6 and 1.4.1 HTTP search API can reveal names of available CS
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Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hashicorp Nomad All All All All
Application Hashicorp Nomad All All All All
Application Hashicorp Nomad All All All All
Application Hashicorp Nomad All All All All

References
Reference Source Link
HCSEC-2023-22 - Nomad Search API Leaks Information About CSI Plugins - Security - HashiCorp Discuss  MISC discuss.hashicorp
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
(| |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

997896 GO (Go) Security Update for github.com/hashicorp/nomad (GHSA-v5fm-hr72-27hx)
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