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Summary

CVE CVE-2023-33056

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-07 06:15:00 UTC

Updated 2023-11-14 19:37:00 UTC

Description Transient DOS in WLAN Firmware when firmware receives beacon including T2LM IE.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Ar8035 - All All All

Operating System Qualcomm Ar8035 Firmware - All All All

Hardware Qualcomm Csr8811 - All All All

Operating System Qualcomm Csr8811 Firmware - All All All

Hardware Qualcomm Immersive Home 214 Platform - All All All

Operating System Qualcomm Immersive Home 214 Platform Firmware - All All All

Hardware Qualcomm Immersive Home 216 Platform - All All All

Operating System Qualcomm Immersive Home 216 Platform Firmware - All All All

Hardware Qualcomm Immersive Home 316 Platform - All All All

Operating System Qualcomm Immersive Home 316 Platform Firmware - All All All

Hardware Qualcomm Immersive Home 318 Platform - All All All

Operating System Qualcomm Immersive Home 318 Platform Firmware - All All All

Hardware Qualcomm Immersive Home 3210 Platform - All All All

Operating System Qualcomm Immersive Home 3210 Platform Firmware - All All All

Hardware Qualcomm Immersive Home 326 Platform - All All All

Operating System Qualcomm Immersive Home 326 Platform Firmware - All All All

Hardware Qualcomm Ipq5010 - All All All
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Operating System Qualcomm Ipq5010 Firmware - All All All

Hardware Qualcomm Ipq5028 - All All All

Operating System Qualcomm Ipq5028 Firmware - All All All

Hardware Qualcomm Ipq5332 - All All All

Operating System Qualcomm Ipq5332 Firmware - All All All

Hardware Qualcomm Ipq6000 - All All All

Operating System Qualcomm Ipq6000 Firmware - All All All

Hardware Qualcomm Ipq6010 - All All All

Operating System Qualcomm Ipq6010 Firmware - All All All

Hardware Qualcomm Ipq6018 - All All All

Operating System Qualcomm Ipq6018 Firmware - All All All

Hardware Qualcomm Ipq6028 - All All All

Operating System Qualcomm Ipq6028 Firmware - All All All

Hardware Qualcomm Ipq8070a - All All All

Operating System Qualcomm Ipq8070a Firmware - All All All

Hardware Qualcomm Ipq8071a - All All All

Operating System Qualcomm Ipq8071a Firmware - All All All

Hardware Qualcomm Ipq8072a - All All All

Operating System Qualcomm Ipq8072a Firmware - All All All

Hardware Qualcomm Ipq8074a - All All All

Operating System Qualcomm Ipq8074a Firmware - All All All

Hardware Qualcomm Ipq8076 - All All All

Hardware Qualcomm Ipq8076a - All All All

Operating System Qualcomm Ipq8076a Firmware - All All All

Operating System Qualcomm Ipq8076 Firmware - All All All

Hardware Qualcomm Ipq8078 - All All All

Hardware Qualcomm Ipq8078a - All All All

Operating System Qualcomm Ipq8078a Firmware - All All All

Operating System Qualcomm Ipq8078 Firmware - All All All

Hardware Qualcomm Ipq8173 - All All All

Operating System Qualcomm Ipq8173 Firmware - All All All

Hardware Qualcomm Ipq8174 - All All All

Operating System Qualcomm Ipq8174 Firmware - All All All

Hardware Qualcomm Ipq9008 - All All All

Operating System Qualcomm Ipq9008 Firmware - All All All

Hardware Qualcomm Ipq9554 - All All All
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Hardware Qualcomm Ipq9554 - All All All

Operating System Qualcomm Ipq9554 Firmware - All All All

Hardware Qualcomm Ipq9570 - All All All

Operating System Qualcomm Ipq9570 Firmware - All All All

Hardware Qualcomm Ipq9574 - All All All

Operating System Qualcomm Ipq9574 Firmware - All All All

Hardware Qualcomm Qam8255p - All All All

Operating System Qualcomm Qam8255p Firmware - All All All

Hardware Qualcomm Qam8650p - All All All

Operating System Qualcomm Qam8650p Firmware - All All All

Hardware Qualcomm Qam8775p - All All All

Operating System Qualcomm Qam8775p Firmware - All All All

Hardware Qualcomm Qca0000 - All All All

Operating System Qualcomm Qca0000 Firmware - All All All

Hardware Qualcomm Qca4024 - All All All

Operating System Qualcomm Qca4024 Firmware - All All All

Hardware Qualcomm Qca6554a - All All All

Operating System Qualcomm Qca6554a Firmware - All All All

Hardware Qualcomm Qca6564au - All All All

Operating System Qualcomm Qca6564au Firmware - All All All
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Operating System Qualcomm Qca6574a Firmware - All All All
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Hardware Qualcomm Qca6584au - All All All

Operating System Qualcomm Qca6584au Firmware - All All All

Hardware Qualcomm Qca6595 - All All All

Hardware Qualcomm Qca6595au - All All All

Operating System Qualcomm Qca6595au Firmware - All All All

Operating System Qualcomm Qca6595 Firmware - All All All

Hardware Qualcomm Qca6696 - All All All
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Hardware Qualcomm Qca6797aq - All All All

Operating System Qualcomm Qca6797aq Firmware - All All All

Hardware Qualcomm Qca8075 - All All All

Operating System Qualcomm Qca8075 Firmware - All All All

Hardware Qualcomm Qca8081 - All All All

Operating System Qualcomm Qca8081 Firmware - All All All

Hardware Qualcomm Qca8082 - All All All

Operating System Qualcomm Qca8082 Firmware - All All All
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Operating System Qualcomm Qca9888 Firmware - All All All

Hardware Qualcomm Qca9889 - All All All
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Operating System Qualcomm Qcn5024 Firmware - All All All

Hardware Qualcomm Qcn5052 - All All All

Operating System Qualcomm Qcn5052 Firmware - All All All

Hardware Qualcomm Qcn5122 - All All All
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Operating System Qualcomm Qcn5124 Firmware - All All All
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Operating System Qualcomm Qcn5152 Firmware - All All All
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Hardware Qualcomm Qcn9024 - All All All

Operating System Qualcomm Qcn9024 Firmware - All All All

Hardware Qualcomm Qcn9070 - All All All

Operating System Qualcomm Qcn9070 Firmware - All All All
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Operating System Qualcomm Qcn9072 Firmware - All All All
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Operating System Qualcomm Qcn9074 Firmware - All All All

Hardware Qualcomm Qcn9100 - All All All

Operating System Qualcomm Qcn9100 Firmware - All All All

Hardware Qualcomm Qcn9274 - All All All

Operating System Qualcomm Qcn9274 Firmware - All All All

Hardware Qualcomm Qcs8550 - All All All

Operating System Qualcomm Qcs8550 Firmware - All All All

Hardware Qualcomm Qfw7114 - All All All

Operating System Qualcomm Qfw7114 Firmware - All All All

Hardware Qualcomm Qfw7124 - All All All

Operating System Qualcomm Qfw7124 Firmware - All All All

Hardware Qualcomm Sc8380xp - All All All

Operating System Qualcomm Sc8380xp Firmware - All All All

Hardware Qualcomm Sdx55 - All All All

Operating System Qualcomm Sdx55 Firmware - All All All

Hardware Qualcomm Sdx65m - All All All
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