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Summary

CVE CVE-2023-3312

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-19 18:15:00 UTC

Updated 2023-11-07 04:18:00 UTC

Description A vulnerability was found in drivers/cpufreq/qcom-cpufreq-hw.c in cpufreq subsystem in the Linux Kernel. This flaw, during device unbind will lead to double release problem leading to denial of service.

Risk And Classification

Problem Types: CWE-415

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link Tags

cpufreq: qcom-cpufreq-hw: fix double IO unmap and resource release on exit - Patchwork MISC patchwork.kernel.org

CVE-2023-3312 Linux Kernel Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

cpufreq: qcom-cpufreq-hw: fix double IO unmap and resource release on exit - Patchwork patchwork.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199652 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6283-1)

907063 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (27268-1)

907175 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (27272-1)
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