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CVE CVE-2023-33170

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-11 18:15:00 UTC

Updated 2023-07-31 17:47:00 UTC

Description ASP.NET and Visual Studio Security Feature Bypass Vulnerability

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 37 All All All

Operating System Fedoraproject Fedora 38 All All All

Application Microsoft .net All All All All

Application Microsoft Visual Studio 2022 All All All All

Reference Source Link )
Security Update Guide - Microsoft Security Response Center MISC msrc.microsoft.com
[SECURITY] Fedora 38 Update: dotnet7.0-7.0.109-1.fc38 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org
[SECURITY] Fedora 37 Update: dotnet6.0-6.0.120-1.fc37 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org
[SECURITY] Fedora 38 Update: dotnet6.0-6.0.120-1.fc38 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org
[SECURITY] Fedora 37 Update: dotnet7.0-7.0.109-1.fc37 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org (
NVD vulnerability detail NVD nvd.nist.gov (
‘ R

No vendor comments have been submitted for this CVE.
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160784 Oracle Enterprise Linux Security Update for .net 6.0 (ELSA-2023-4059)
160785 Oracle Enterprise Linux Security Update for .net 6.0 (ELSA-2023-4060)
160795 Oracle Enterprise Linux Security Update for .net 7.0 (ELSA-2023-4057)
160796 Oracle Enterprise Linux Security Update for .net 7.0 (ELSA-2023-4058)
199459 Ubuntu Security Notification for .NET Vulnerability (USN-6217-1)
241797 Red Hat Update for .net 7.0 security (RHSA-2023:4057)

241798 Red Hat Update for .net 6.0 security (RHSA-2023:4061)

241799 Red Hat Update for .net 7.0 security (RHSA-2023:4058)

241805 Red Hat Update for .net 6.0 security (RHSA-2023:4059)

241811 Red Hat Update for .net 6.0 security (RHSA-2023:4060)

241904 Red Hat Update for .net 6.0 (RHSA-2023:4448)

241905 Red Hat Update for .net 6.0 (RHSA-2023:4449)

284341 Fedora Security Update for dotnet6.0 (FEDORA-2023-4248637c3f)
284342 Fedora Security Update for dotnet6.0 (FEDORA-2023-feda45bc39)
284343 Fedora Security Update for dotnet7.0 (FEDORA-2023-18264c31f6)
284344 Fedora Security Update for dotnet7.0 (FEDORA-2023-d25e798d6c¢)
355882 Amazon Linux Security Advisory for dotnet6.0 : ALAS2023-2023-302
503160 Alpine Linux Security Update for dotnet6-build

503164 Alpine Linux Security Update for dotnet6-runtime

503168 Alpine Linux Security Update for dotnet7-build

503173 Alpine Linux Security Update for dotnet7-runtime

506004 Alpine Linux Security Update for dotnet6-build

506012 Alpine Linux Security Update for dotnet6-runtime

506020 Alpine Linux Security Update for dotnet7-build

506033 Alpine Linux Security Update for dotnet7-runtime

92034 Microsoft Visual Studio Security Updates for July 2023

92036 Microsoft .NET Security Update for July 2023

941171 AlmaLinux Security Update for .NET (ALSA-2023:4060)
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941172 AlmaLinux Security Update for .NET (ALSA-2023:4059)

941173 AlmaLinux Security Update for .NET (ALSA-2023:4058)

941175 AlmaLinux Security Update for .NET (ALSA-2023:4057)
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