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Summary

CVE CVE-2023-33186

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-30 06:16:00 UTC

Updated 2023-11-06 19:15:00 UTC

Description Zulip is an open-source team collaboration tool with unique topic-based threading that combines the best of email and chat to make remote work productive and delightful. The main development branch of Zulip Server from May 2, 2023 and later, including beta versions 7.0-beta1 and 7.0-beta2, is vulnerable to a cross-site scripting vulnerability in tooltips on the message feed. An attacker who can send messages could maliciously craft a topic for the message, such that a victim who hovers the tooltip for that topic in their message feed triggers execution of JavaScript code controlled by the attacker.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zulip Zulip Server 7.0 beta1 All All

Application Zulip Zulip Server 7.0 beta2 All All

References

Reference Source Link

CVE-2023-33186: Fix topic tooltip cross-site scripting vulnerability. · zulip/zulip@3ca1317 · GitHub MISC github.com

tooltips: Add `S` hotkey hint to `narrow-to` tippy tooltips. · zulip/zulip@03cfb3d · GitHub MISC github.com

Cross-site scripting vulnerability in Zulip Server development branch via topic tooltip · Advisory · zulip/zulip · GitHub MISC github.com

tooltips: Add `S` hotkey hint to `narrow-to` tippy tooltips. · zulip/zulip@903dbda · GitHub MISC github.com

tooltips: Add `S` hotkey hint to `narrow-to` tippy tooltips. by Ddharmani3 · Pull Request #25370 · zulip/zulip · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

https://cve.report/
https://cve.report/CVE-2023-33186/mitre
https://cve.report/CVE-2023-33186/nist
https://cve.report/CVE-2023-33186/cve_org
https://cve.report/CVE-2023-33186.pdf
http://cve.report/vendor/zulip
http://cve.report/software/zulip/zulip_server
http://cve.report/vendor/zulip
http://cve.report/software/zulip/zulip_server
https://github.com/zulip/zulip/commit/3ca131743b00f42bad8edbac4ef92656d954c629
https://github.com/zulip/zulip/commit/03cfb3d9fe61c975d133121ec31a7357f0c9e18f
https://github.com/zulip/zulip/security/advisories/GHSA-4r83-8f94-hrph
https://github.com/zulip/zulip/commit/903dbda79bd176702d3175a7c8a5450a64b6eccb
https://github.com/zulip/zulip/pull/25370
https://www.cve.org/CVERecord?id=CVE-2023-33186
https://nvd.nist.gov/vuln/detail/CVE-2023-33186


© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2023-33186
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


