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Summary

CVE CVE-2023-33190

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-29 19:15:00 UTC

Updated 2023-07-07 18:09:00 UTC

Description Sealos is an open source cloud operating system distribution based on the Kubernetes kernel. In versions of Sealos prior to 4.2.1-rc4 an improper configuration of role based access control (RBAC) permissions resulted in an attacker being able to obtain cluster control permissions, which could control the entire cluster deployed with Sealos, as well as hundreds of pods and other resources within the cluster. This issue has been addressed in version 4.2.1-rc4. Users are advised to upgrade. There are no known workarounds for this vulnerability.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sealos Project Sealos All All All All

Operating System Sealos Project Sealos 4.2.1 rc1 All All

Operating System Sealos Project Sealos 4.2.1 rc2 All All

Operating System Sealos Project Sealos 4.2.1 rc3 All All

References

Reference Source Link

Merge pull request from GHSA-74j8-w7f9-pp62 · labring/sealos@4cdf52e · GitHub MISC github.com

Improper configuration of RBAC permissions obtaining cluster control permissions · Advisory · labring/sealos · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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