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Summary

CVE CVE-2023-33196

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-26 21:15:00 UTC

Updated 2023-06-02 18:35:00 UTC

Description Craft is a CMS for creating custom digital experiences. Cross site scripting (XSS) can be triggered by review volumes. This issue has been fixed in version 4.4.7.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Craftcms Craft Cms All All All All

Application Craftcms Craft Cms 4.0.0 - All All

Application Craftcms Craft Cms 4.0.0 rc1 All All

Application Craftcms Craft Cms 4.0.0 rc2 All All

Application Craftcms Craft Cms 4.0.0 rc3 All All

References

Reference Source Link Tags

Fixed XSS vulnerabilities · craftcms/cms@053d711 · GitHub MISC github.com

Release 4.4.7 · craftcms/cms · GitHub MISC github.com

Stored XSS in review volumne · Advisory · craftcms/cms · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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