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Summary

CVE CVE-2023-33201

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-05 03:15:00 UTC

Updated 2023-08-24 19:15:00 UTC

Description Bouncy Castle For Java before 1.74 is affected by an LDAP injection vulnerability. The vulnerability only affects applications that use an LDAP CertStore from Bouncy Castle to validate X.509 certificates. During the certificate validation process, Bouncy Castle inserts the certificate's Subject Name into an LDAP search filter without any escaping, which leads to an LDAP injection vulnerability.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bouncycastle Bc-java All All All All

References

Reference Source Link Tags

added filter encode to search · bcgit/bc-java@e8c409a · GitHub CONFIRM github.com

[SECURITY] [DLA 3514-1] bouncycastle security update MLIST lists.debian.org

bouncycastle.org MISC bouncycastle.org

CVE 2023 33201 · bcgit/bc-java Wiki · GitHub MISC github.com

CVE-2023-33201 Bouncy Castle Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

242105 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 on RHEL 9 (RHSA-2023:5486)

242106 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 on RHEL 7 (RHSA-2023:5484)
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https://github.com/bcgit/bc-java/wiki/CVE-2023-33201
https://security.netapp.com/advisory/ntap-20230824-0008/
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CVE.report and Source URL Uptime Status status.cve.report

242106 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 on RHEL 7 (RHSA-2023:5484)

242122 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 on RHEL 8 (RHSA-2023:5485)

355812 Amazon Linux Security Advisory for bouncycastle : ALAS2023-2023-280

6000123 Debian Security Update for bouncycastle (DLA 3514-1)

754178 SUSE Enterprise Linux Security Update for bouncycastle (SUSE-SU-2023:2843-1)
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