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Summary

CVE CVE-2023-33204

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-18 08:15:00 UTC

Updated 2023-11-07 04:14:00 UTC

Description sysstat through 12.7.2 allows a multiplication integer overflow in check_overflow in common.c. NOTE: this issue exists because of an incomplete fix for CVE-2022-39377.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Fedoraproject Fedora 37 All All All

Operating System Fedoraproject Fedora 38 All All All

Application Sysstat Project Sysstat All All All All

References

Reference Source Link

Fix an overflow which is still possible for some values. by pkopylov · Pull Request #360 · sysstat/sysstat · GitHub MISC github.com

[SECURITY] Fedora 37 Update: sysstat-12.6.2-2.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 38 Update: sysstat-12.7.4-1.fc38 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] [DLA 3434-1] sysstat security update MLIST lists.debian.org

[SECURITY] Fedora 38 Update: sysstat-12.7.4-1.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 37 Update: sysstat-12.6.2-2.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

161075 Oracle Enterprise Linux Security Update for sysstat (ELSA-2023-6569)

161136 Oracle Enterprise Linux Security Update for sysstat (ELSA-2023-7010)

181805 Debian Security Update for sysstat (DLA 3434-1)

199402 Ubuntu Security Notification for Sysstat Vulnerabilities (USN-6145-1)

242311 Red Hat Update for sysstat (RHSA-2023:6569)

242450 Red Hat Update for sysstat (RHSA-2023:7010)

284124 Fedora Security Update for sysstat (FEDORA-2023-ac947ec260)

284324 Fedora Security Update for sysstat (FEDORA-2023-4706cef256)

355385 Amazon Linux Security Advisory for sysstat : ALAS2-2023-2068

355405 Amazon Linux Security Advisory for sysstat : ALAS2023-2023-191

379640 Alibaba Cloud Linux Security Update for sysstat (ALINUX3-SA-2024:0042)

673228 EulerOS Security Update for sysstat (EulerOS-SA-2023-2370)

673241 EulerOS Security Update for sysstat (EulerOS-SA-2023-2396)

673289 EulerOS Security Update for sysstat (EulerOS-SA-2023-2629)

673301 EulerOS Security Update for sysstat (EulerOS-SA-2023-2599)

673455 EulerOS Security Update for sysstat (EulerOS-SA-2023-2713)

673843 EulerOS Security Update for sysstat (EulerOS-SA-2023-3161)

674044 EulerOS Security Update for sysstat (EulerOS-SA-2023-2671)

906938 Common Base Linux Mariner (CBL-Mariner) Security Update for sysstat (26784-1)

941398 AlmaLinux Security Update for sysstat (ALSA-2023:6569)

941472 AlmaLinux Security Update for sysstat (ALSA-2023:7010)
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