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Summary

CVE CVE-2023-33237

State PUBLIC

Assigner psirt@moxa.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-17 02:15:00 UTC

Updated 2023-08-22 19:10:00 UTC

Description TN-5900 Series firmware version v3.3 and prior is vulnerable to improper-authentication vulnerability. This vulnerability arises from inadequate authentication measures implemented in the web API handler, allowing low-privileged APIs to execute restricted actions that only high-privileged APIs are allowed This presents a potential risk of unauthorized exploitation by malicious actors. 

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Moxa Tn-5900 - All All All

Operating System Moxa Tn-5900 Firmware All All All All

References

Reference Source Link Tags

TN-5900 and TN-4900 Series Web Server Multiple Vulnerabilities MISC www.moxa.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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