CVE-2023-3326

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2023-3326
State PUBLIC
Assigner secteam@freebsd.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-22 17:15:00 UTC
Updated 2023-08-01 23:15:00 UTC
Description pam_krb5 authenticates a user by essentially running kinit with the password, getting a ticket-granting ticket (tgt) from the K

/ |

1|

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Freebsd Freebsd All All All All
Operating System Freebsd Freebsd 12.4 - All All
Operating System Freebsd Freebsd 12.4 pl All All
Operating System Freebsd Freebsd 12.4 p2 All All
Operating System Freebsd Freebsd 12.4 rc2-p1 All All
Operating System Freebsd Freebsd 12.4 rc2-p2 All All
Operating System Freebsd Freebsd 13.1 - All All
Operating System Freebsd Freebsd 13.1 b1-p1 All All
Operating System Freebsd Freebsd 13.1 b2-p2 All All
Operating System Freebsd Freebsd 13.1 pl All All
Operating System Freebsd Freebsd 13.1 p2 All All
Operating System Freebsd Freebsd 13.1 p3 All All
Operating System Freebsd Freebsd 13.1 p4 All All
Operating System Freebsd Freebsd 13.1 p5 All All
Operating System Freebsd Freebsd 13.1 p6 All All
Operating System Freebsd Freebsd 13.1 p7 All All
Operating System Freebsd Freebsd 13.1 rc1-p1 All All
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References

Reference
security.FreeBSD.org/advisories/FreeBSD-SA-23:04.pam_krb5.asc
security.FreeBSD.org/advisories/FreeBSD-SA-23:09.pam_krb5.asc
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NVD vulnerability detail

Source

MISC

MISC

MISC
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Link Tags
security.FreeBSD.org
security.FreeBSD.org
security.netapp.com

WWW.Cve.org canonical

nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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