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CVE CVE-2023-3342
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-13 03:15:10 UTC
Updated 2026-04-08 19:18:24 UTC
Description The User Registration plugin for WordPress is vulnerable to arbitrary file uploads due to a hardcoded encryption key and m
1 | |

Risk And Classification |

Primary CVSS: v3.1 9.9 CRITICAL from security@wordfence.com
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
EPSS: 0.063960000 probability, percentile 0.910200000 (date 2026-04-09)

Problem Types: CWE-434 | CWE-434 CWE-434 Unrestricted Upload of File with Dangerous
Type

Version  Source Type Score  Severity Vector
3.1 security@wordfence.com Secondary 9.9 CRITICAL CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
3.1 CNA DECLARED 9.9 CRITICAL CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/l:H/A:H

CVSS v3.1 Breakdown

\ttack Vector
\ttack Complexity

>rivileges Required

Jser Interaction

3cope

Changed

Sonfidentiality


https://cve.report/
https://cve.report/CVE-2023-3342/mitre
https://cve.report/CVE-2023-3342/nist
https://cve.report/CVE-2023-3342/cve_org
https://cve.report/api/cve/CVE-2023-3342.json
https://cve.report/CVE-2023-3342.pdf

ntegrity

\vailability

CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:C/C:H/I:H/A:H

il [l

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Whpeverest User Registration All All All All
Vendor Declared Affected Products
Source Vendor Product
CNA Wopeverest User Registration Membership Free Paid Memberships Subscriptions Content Restriction User Profile Custom User R

ADP Wpeverest User Registration

4] |

References

Reference Source Link

403 Forbidden af854a3a-2127-422b-91ae-364da2661108 plugins

User Registration by WPEverest WordPess plugin Arbitrary File Upload — Lana Codes  af854a3a-2127-422b-91ae-364da2661108 lana.co

403 Forbidden af854a3a-2127-422b-91ae-364da2661108  plugins
WordPress User Registration 3.0.2 Arbitrary File Upload ~ Packet Storm af854a3a-2127-422b-91ae-364da2661108 packets
User Registration <= 3.0.2 - Authenticated (Subscriber+) Arbitrary File Upload af854a83a-2127-422b-91ae-364da2661108  www.w
CVE Program record CVE.ORG WWW.C\
NVD vulnerability detail NVD nvd.nis

/]

Vendor Comments And Credit

Discovery Credit
CNA: Istvan Marton (en)

Additional Advisory Data

Source Time Event

CNA 2023-06-19T00:00:00.000Z Discovered
CNA 2023-06-19T00:00:00.000Z Vendor Notified
CNA 2023-07-04T00:00:00.000Z Disclosed



http://cve.report/vendor/wpeverest
http://cve.report/software/wpeverest/user_registration
http://cve.report/vendor/wpeverest
http://cve.report/software/wpeverest/User_Registration__Membership__Free__Paid_Memberships_Subscriptions_Content_Restriction_User_Profile_Custom_User_Registration__Login_Builder
http://cve.report/vendor/wpeverest
http://cve.report/software/wpeverest/user_registration
https://plugins.trac.wordpress.org/browser/user-registration/tags/3.0.1/includes/functions-ur-core.php#L3156
https://lana.codes/lanavdb/c0a58dff-7a5b-4cc0-82d6-2255e61d801c/
https://plugins.trac.wordpress.org/changeset/2933689/user-registration/trunk/includes/functions-ur-core.php
http://packetstormsecurity.com/files/173434/WordPress-User-Registration-3.0.2-Arbitrary-File-Upload.html
https://www.wordfence.com/threat-intel/vulnerabilities/id/a979e885-f7dd-4616-a881-64f3d97c309d?source=cve
https://www.cve.org/CVERecord?id=CVE-2023-3342
https://nvd.nist.gov/vuln/detail/CVE-2023-3342

Legacy QID Mappings
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