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Summary

CVE CVE-2023-3346

State PUBLIC

Assigner Mitsubishielectric.Psirt@yd.MitsubishiElectric.co.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-03 05:15:00 UTC

Updated 2023-08-11 21:01:00 UTC

Description Buffer Copy without Checking Size of Input ('Classic Buffer Overflow') vulnerability in MITSUBSHI CNC Series allows a remote unauthenticated attacker to cause Denial of Service (DoS) condition and execute arbitrary code on the product by sending specially crafted packets. In addition, system reset is required for recovery.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mitsubishielectric C80 - All All All

Operating System Mitsubishielectric C80 Firmware - All All All

Hardware Mitsubishielectric E70 - All All All

Operating System Mitsubishielectric E70 Firmware - All All All

Hardware Mitsubishielectric E80 - All All All

Operating System Mitsubishielectric E80 Firmware - All All All

Hardware Mitsubishielectric M70v - All All All

Operating System Mitsubishielectric M70v Firmware - All All All

Hardware Mitsubishielectric M720vs - All All All

Hardware Mitsubishielectric M720vs 15-type - All All All

Operating System Mitsubishielectric M720vs 15-type Firmware - All All All

Operating System Mitsubishielectric M720vs Firmware - All All All

Hardware Mitsubishielectric M720vw - All All All

Operating System Mitsubishielectric M720vw Firmware - All All All

Hardware Mitsubishielectric M730vs - All All All

Hardware Mitsubishielectric M730vs 15-type - All All All

Operating System Mitsubishielectric M730vs 15-type Firmware - All All All
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Operating System Mitsubishielectric M730vs 15-type Firmware - All All All

Operating System Mitsubishielectric M730vs Firmware - All All All

Hardware Mitsubishielectric M730vw - All All All

Operating System Mitsubishielectric M730vw Firmware - All All All

Hardware Mitsubishielectric M750vs - All All All

Hardware Mitsubishielectric M750vs 15-type - All All All

Operating System Mitsubishielectric M750vs 15-type Firmware - All All All

Operating System Mitsubishielectric M750vs Firmware - All All All

Hardware Mitsubishielectric M750vw - All All All

Operating System Mitsubishielectric M750vw Firmware - All All All

Hardware Mitsubishielectric M80 - All All All

Hardware Mitsubishielectric M800s - All All All

Operating System Mitsubishielectric M800s Firmware - All All All

Hardware Mitsubishielectric M800vs - All All All

Operating System Mitsubishielectric M800vs Firmware - All All All

Hardware Mitsubishielectric M800vw - All All All

Operating System Mitsubishielectric M800vw Firmware - All All All

Hardware Mitsubishielectric M800w - All All All

Operating System Mitsubishielectric M800w Firmware - All All All

Hardware Mitsubishielectric M80v - All All All

Hardware Mitsubishielectric M80vw - All All All

Operating System Mitsubishielectric M80vw Firmware - All All All

Operating System Mitsubishielectric M80v Firmware - All All All

Hardware Mitsubishielectric M80w - All All All

Operating System Mitsubishielectric M80w Firmware - All All All

Operating System Mitsubishielectric M80 Firmware - All All All

References

Reference Source Link Tags

JVNVU#90352157: 三菱電機数値制御装置におけるバッファオーバーフローの脆弱性 MISC jvn.jp

Mitsubishi Electric CNC Series | CISA MISC www.cisa.gov

www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2023-007_en.pdf MISC www.mitsubishielectric.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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