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Summary

CVE CVE-2023-33476

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-02 14:15:00 UTC

Updated 2023-06-22 00:15:00 UTC

Description ReadyMedia (MiniDLNA) versions from 1.1.15 up to 1.3.2 is vulnerable to Buffer Overflow. The vulnerability is caused by incorrect validation logic when handling HTTP requests using chunked transport encoding. This results in other code later using attacker-controlled chunk values that exceed the length of the allocated buffer, resulting in out-of-bounds read/write.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Readymedia Project Readymedia All All All All

References

Reference Source Link Tags

[SECURITY] [DLA 3465-1] minidlna security update MLIST lists.debian.org

chonked pt.1: MiniDLNA 1.3.2 HTTP Chunk Parsing Heap Overflow - Root Cause Analysis | hyprblog MISC blog.coffinsec.com

Just a moment... MISC sourceforge.net

Debian -- Security Information -- DSA-5434-1 minidlna DEBIAN www.debian.org

ReadyMedia download | SourceForge.net MISC sourceforge.net

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199787 Ubuntu Security Notification for ReadyMedia Vulnerabilities (USN-6398-1)

6000009 Debian Security Update for minidlna (DSA 5434-1)
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6000009 Debian Security Update for minidlna (DSA 5434-1)

6000032 Debian Security Update for minidlna (DLA 3465-1)

710789 Gentoo Linux MiniDLNA Multiple Vulnerabilities (GLSA 202311-12)
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