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Summary

CVE CVE-2023-33568

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-13 15:15:00 UTC

Updated 2023-06-23 19:22:00 UTC

Description An issue in Dolibarr 16 before 16.0.5 allows unauthenticated attackers to perform a database dump and access a company's entire customer file, prospects, suppliers, and employee information if a contact file exists.

Risk And Classification

Problem Types: CWE-552

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dolibarr Dolibarr Erp/crm All All All All

References

Reference Source Link Tags

Dolibarr 16.0 - Security breach - Announcements & news - Dolibarr international forum MISC www.dolibarr.org

Dolibarr : unauthenticated contacts database theft | DSecBypass MISC www.dsecbypass.com

Fix regression · Dolibarr/dolibarr@be82f51 · GitHub MISC github.com

Dolibarr 16.0 - Security breach - Announcements & news - Dolibarr international forum MISC www.dolibarr.org

FIX FILTER_VALIDATE_EMAIL param is not a string · Dolibarr/dolibarr@bb7b69e · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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