
CVE-2023-33865
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2023-33865

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-07 20:15:00 UTC

Updated 2023-08-02 16:43:00 UTC

Description RenderDoc before 1.27 allows local privilege escalation via a symlink attack. It relies on the /tmp/RenderDoc directory regardless of ownership.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Renderdoc Renderdoc All All All All

Application Renderdoc Renderdoc All All All All

References

Reference Source Link

RenderDoc 1.26 Local Privilege Escalation / Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

www.qualys.com/2023/06/06/renderdoc/renderdoc.txt MISC www.qualys.com

RenderDoc MISC renderdoc.org

Full Disclosure: LPE and RCE in RenderDoc: CVE-2023-33865, CVE-2023-33864, CVE-2023-33863 FULLDISC seclists.org

[SECURITY] [DLA 3501-1] renderdoc security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

6000152 Debian Security Update for renderdoc (DLA 3501-1)

https://cve.report/
https://cve.report/CVE-2023-33865/mitre
https://cve.report/CVE-2023-33865/nist
https://cve.report/CVE-2023-33865/cve_org
https://cve.report/api/cve/CVE-2023-33865.json
https://cve.report/CVE-2023-33865.pdf
http://cve.report/vendor/renderdoc
http://cve.report/software/renderdoc/renderdoc
http://cve.report/vendor/renderdoc
http://cve.report/software/renderdoc/renderdoc
http://packetstormsecurity.com/files/172804/RenderDoc-1.26-Local-Privilege-Escalation-Remote-Code-Execution.html
https://www.qualys.com/2023/06/06/renderdoc/renderdoc.txt
https://renderdoc.org/
http://seclists.org/fulldisclosure/2023/Jun/2
https://lists.debian.org/debian-lts-announce/2023/07/msg00023.html
https://www.cve.org/CVERecord?id=CVE-2023-33865
https://nvd.nist.gov/vuln/detail/CVE-2023-33865
http://cve.report/qid/6000152
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