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CVE CVE-2023-33921
State PUBLIC
Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2023-06-13 09:15:00 UTC
Updated 2023-07-11 18:15:00 UTC

Description A vulnerability has been identified in CP-8031 MASTER MODULE (All versions < CPCI85 V05), CP-8050 MASTER MODUI
1|

/ |

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Siemens Cp-8031 Master Module - All All All
Hardware Siemens Cp-8050 Master Module - All All All
Operating System Siemens Cpci85 Firmware All All All All

References |
Reference Source Link
Siemens A8000 CP-8050 / CP-8031 Code Execution / Command Injection ~ Packet Storm MISC pact
Full Disclosure: SEC Consult SA-20230703-0 :: Multiple Vulnerabilities including Unauthenticated RCE in Siemens A8000 MISC secl
cert-portal.siemens.com/productcert/pdf/ssa-731916.pdf MISC cert-
CVE Program record CVE.ORG wwv
NVD vulnerability detail NVD nvd.
q H

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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