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Summary

CVE CVE-2023-33948

State PUBLIC

Assigner security@liferay.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-24 16:15:00 UTC

Updated 2023-06-01 16:59:00 UTC

Description The Dynamic Data Mapping module in Liferay Portal 7.4.3.67, and Liferay DXP 7.4 update 67 does not limit Document and Media files which can be downloaded from a Form, which allows remote attackers to download any file from Document and Media via a crafted URL.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Liferay Digital Experience Platform 7.4 update67 All All

Application Liferay Liferay Portal 7.4.3.67 All All All

References

Reference Source Link Tags

CVE-2023-33948 Unauthorized access to Document and Media files via Forms - Liferay MISC liferay.dev

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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