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Summary

CVE CVE-2023-33970

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-05 20:15:00 UTC

Updated 2023-06-12 18:16:00 UTC

Description Kanboard is open source project management software that focuses on the Kanban methodology. A vulnerability related to a `missing access control` was found, which allows a User with the lowest privileges to leak all the tasks and projects titles within the software, even if they are not invited or it's a personal project. This could also lead to private/critical information being leaked if such information is in the title. This issue has been addressed in version 1.2.30. Users are advised to upgrade. There are no known workarounds for this vulnerability.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kanboard Kanboard All All All All

References

Reference Source Link Tags

Missing access control in internal task links feature · Advisory · kanboard/kanboard · GitHub MISC github.com

Add missing permission check when creating/updating internal links · kanboard/kanboard@b501ef4 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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691179 Free Berkeley Software Distribution (FreeBSD) Security Update for kanboard (bfca647c-0456-11ee-bafd-b42e991fc52e)

https://cve.report/
https://cve.report/CVE-2023-33970/mitre
https://cve.report/CVE-2023-33970/nist
https://cve.report/CVE-2023-33970/cve_org
https://cve.report/api/cve/CVE-2023-33970.json
https://cve.report/CVE-2023-33970.pdf
http://cve.report/vendor/kanboard
http://cve.report/software/kanboard/kanboard
https://github.com/kanboard/kanboard/security/advisories/GHSA-wfch-8rhv-v286
https://github.com/kanboard/kanboard/commit/b501ef44bc28ee9cf603a4fa446ee121d66f652f
https://www.cve.org/CVERecord?id=CVE-2023-33970
https://nvd.nist.gov/vuln/detail/CVE-2023-33970
http://cve.report/qid/691179
https://cve.report/


consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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