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Summary

CVE CVE-2023-33977

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-06 19:15:00 UTC

Updated 2023-06-14 03:42:00 UTC

Description Kiwi TCMS is an open source test management system for both manual and automated testing. Kiwi TCMS allows users to upload attachments to test plans, test cases, etc. Earlier versions of Kiwi TCMS had introduced upload validators in order to prevent potentially dangerous files from being uploaded and Content-Security-Policy definition to prevent cross-site-scripting attacks. The upload validation checks were not 100% robust which left the possibility to circumvent them and upload a potentially dangerous file which allows execution of arbitrary JavaScript in the browser. Additionally we've discovered that Nginx's `proxy_pass` directive will strip some headers negating protections built into Kiwi TCMS when served behind a reverse proxy. This issue has been addressed in version 12.4. Users are advised to upgrade. Users unable to upgrade who are serving Kiwi TCMS behind a reverse proxy should make sure that additional header values are still passed to the client browser. If they aren't redefining them inside the proxy configuration.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kiwitcms Kiwi Tcms All All All All

References

Reference Source Link Tags

huntr – Security Bounties for any GitHub repository MISC huntr.dev

Kiwi/nginx.conf at master · kiwitcms/Kiwi · GitHub MISC github.com

Stored XSS via unrestricted file upload · Advisory · kiwitcms/Kiwi · GitHub MISC github.com

Improve upload validation to check for dangerous attributes · kiwitcms/Kiwi@d789f4b · GitHub MISC github.com

Kiwi/nginx.conf at master · kiwitcms/Kiwi · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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