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Summary

CVE CVE-2023-33992

State PUBLIC

Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-11 03:15:00 UTC

Updated 2023-07-19 13:24:00 UTC

Description The SAP BW BICS communication layer in SAP Business Warehouse and SAP BW/4HANA - version SAP_BW 730, SAP_BW 731, SAP_BW 740, SAP_BW 730, SAP_BW 750, DW4CORE 100, DW4CORE 200, DW4CORE 300, may expose unauthorized cell values to the data response. To be able to exploit this, the user still needs authorizations on the query as well as on the keyfigure/measure level. The missing check only affects the data level.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Business Warehouse 730 All All All

Application Sap Business Warehouse 731 All All All

Application Sap Business Warehouse 740 All All All

Application Sap Business Warehouse 750 All All All

Application Sap Bw/4hana 100 All All All

Application Sap Bw/4hana 200 All All All

Application Sap Bw/4hana 300 All All All

References

Reference Source Link Tags

Access Denied MISC www.sap.com

me.sap.com/notes/3088078 MISC me.sap.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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