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Summary

CVE CVE-2023-34109

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-07 18:15:00 UTC

Updated 2023-06-15 15:41:00 UTC

Description zxcvbn-ts is an open source password strength estimator written in typescript. This vulnerability affects users running on the nodeJS platform which are using the second argument of the zxcvbn function. It can result in an unbounded resource consumption as the user inputs array is extended with every function call. Browsers are impacted, too but a single user need to do a lot of input changes so that it affects the browser, while the node process gets the inputs of every user of a platform and can be killed that way. This problem has been patched in version 3.0.2. Users are advised to upgrade. Users unable to upgrade should stop using the second argument of the zxcvbn function and use the zxcvbnOptions.setOptions function.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zxcvbn-ts Project Zxcvbn-ts All All All All

References

Reference Source Link

fix(user-inputs): resolve memory leak with user inputs on the fly · zxcvbn-ts/zxcvbn@3f9bed2 · GitHub MISC github.com

UserInputs dictionary results in Unbounded resource consumption in nodeJS · Advisory · zxcvbn-ts/zxcvbn · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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