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Summary

CVE CVE-2023-34153

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-30 22:15:00 UTC

Updated 2023-11-07 04:15:00 UTC

Description A vulnerability was found in ImageMagick. This security flaw causes a shell command injection vulnerability via video:vsync or video:pixel-format options in VIDEO encoding/decoding.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fedoraproject Extra Packages For Enterprise Linux 8.0 All All All

Operating System Fedoraproject Fedora 37 All All All

Operating System Fedoraproject Fedora 38 All All All

Application Imagemagick Imagemagick All All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

References

Reference

[SECURITY] Fedora 37 Update: ImageMagick-6.9.12.93-1.fc37 - package-announce - Fedora Mailing-Lists

2210660 – (CVE-2023-34153) CVE-2023-34153 ImageMagick: Shell command injection vulnerability via video:vsync or video:pixel-format options in VIDEO encoding/decoding

[SECURITY] Fedora 37 Update: ImageMagick-6.9.12.93-1.fc37 - package-announce - Fedora Mailing-Lists

cve-details

Shell command injection vulnerability via `video:vsync` or `video:pixel-format` options in VIDEO encoding/decoding. · Issue #6338 · ImageMagick/ImageMagick · GitHub

[SECURITY] Fedora 38 Update: ImageMagick-7.1.1.11-1.fc38 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 38 Update: ImageMagick-7.1.1.11-1.fc38 - package-announce - Fedora Mailing-Lists
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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