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Summary

CVE CVE-2023-34237

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-07 20:15:00 UTC

Updated 2023-06-22 00:05:00 UTC

Description SABnzbd is an open source automated Usenet download tool. A design flaw was discovered in SABnzbd that could allow remote code execution. Manipulating the Parameters setting in the Notification Script functionality allows code execution with the privileges of the SABnzbd process. Exploiting the vulnerabilities requires access to the web interface. Remote exploitation is possible if users[exposed their setup to the internet or other untrusted networks without setting a username/password. By default SABnzbd is only accessible from `localhost`, with no authentication required for the web interface. This issue has been patched in commits `e3a722` and `422b4f` which have been included in the 4.0.2 release. Users are advised to upgrade. Users unable to upgrade should ensure that a username and password have been set if their instance is web accessible.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sabnzbd Sabnzbd All All All All

References

Reference Source Link Tags

Remote code execution via specially crafted script settings · Advisory · sabnzbd/sabnzbd · GitHub MISC github.com

SABnzbd - Wiki - General MISC sabnzbd.org

Notification Script did not get environment variables · sabnzbd/sabnzbd@422b4fc · GitHub MISC github.com

Move Notification Script Parameters to environment variable · sabnzbd/sabnzbd@e3a7226 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710811 Gentoo Linux SABnzbd Remote Code Execution (RCE) Vulnerability (GLSA 202312-11)
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