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CVE CVE-2023-34246
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-12 17:15:00 UTC
Updated 2023-07-12 15:15:00 UTC
Description Doorkeeper is an OAuth 2 provider for Ruby on Rails / Grape. Prior to version 5.6.6, Doorkeeper automatically processes a
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Doorkeeper Project Doorkeeper All All All All

Reference Source Link
RFC 8252: OAuth 2.0 for Native Apps MISC WWW.
Release v5.6.6 - doorkeeper-gem/doorkeeper - GitHub MISC githul
Improper Authentication in doorkeeper - Advisory - doorkeeper-gem/doorkeeper - GitHub MISC githul
Block public clients automatic authorization skip by adam-h - Pull Request #1646 - doorkeeper-gem/doorkeeper - GitHub ~ MISC githul
[SECURITY] [DLA 3494-1] ruby-doorkeeper security update MISC lists.c
Non-confidential apps should always re-prompt for user consent - Issue #1589 - doorkeeper-gem/doorkeeper - GitHub MISC githul
CVE Program record CVE.ORG www,
NVD vulnerability detail NVD nvd.r
< e |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199454 Ubuntu Security Notification for Doorkeeper Vulnerability (USN-6210-1)
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6000144 Debian Security Update for ruby-doorkeeper (DLA 3494-1)
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