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Summary

CVE CVE-2023-34247

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-13 17:15:00 UTC

Updated 2023-06-23 19:05:00 UTC

Description Keystone is a content management system for Node.JS. There is an open redirect in the `@keystone-6/auth` package versions 7.0.0 and prior, where the redirect leading `/` filter can be bypassed. Users may be redirected to domains other than the relative host, thereby it might be used by attackers to re-direct users to an unexpected location. To mitigate this issue, one may apply a patch from pull request 8626 or avoid using the `@keystone-6/auth` package.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Keystonejs Keystone All All All All

References

Reference

Open redirect in @keystone-6/auth · Advisory · keystonejs/keystone · GitHub

Removes redirect functionality from `/signin` page to prevent open redirection CVE by dcousens · Pull Request #8626 · keystonejs/keystone · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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