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CVE CVE-2023-34253
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-14 23:15:00 UTC
Updated 2023-11-07 04:15:00 UTC
Description Grav is a file-based Web platform. Prior to version 1.7.42, the denylist introduced in commit 9d6a2d to prevent dangerous fi

/ ]

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

1|

Type Vendor Product Version Update Edition Language

Application Getgrav Grav All All All All

References

Reference Source
more SSTI fixes in Utils::isDangerousFunction() - getgrav/grav@71bbed1 - GitHub MISC
Server Side Template Injection vulnerability found in grav MISC
grav/system/src/Grav/Common/Utils.php at 1.7.40 - getgrav/grav - GitHub MISC
Fixed Twig “[filter()” allowing code execution - getgrav/grav@9d6a2db - GitHub MISC

Grav Server-side Template Injection (SSTI) via Denylist Bypass Vulnerability - Advisory - getgrav/grav - GitHub ~ MISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link
github.com
huntr.dev
github.com
www.github.col
github.com

WWW.cve.org

nvd.nist.gov

|


https://cve.report/
https://cve.report/CVE-2023-34253/mitre
https://cve.report/CVE-2023-34253/nist
https://cve.report/CVE-2023-34253/cve_org
https://cve.report/api/cve/CVE-2023-34253.json
https://cve.report/CVE-2023-34253.pdf
http://cve.report/vendor/getgrav
http://cve.report/software/getgrav/grav
https://github.com/getgrav/grav/commit/71bbed12f950de8335006d7f91112263d8504f1b
https://huntr.dev/bounties/3ef640e6-9e25-4ecb-8ec1-64311d63fe66/
https://github.com/getgrav/grav/blob/1.7.40/system/src/Grav/Common/Utils.php#L1952-L2190
https://www.github.com/getgrav/grav/commit/9d6a2dba09fd4e56f5cdfb9a399caea355bfeb83
https://github.com/getgrav/grav/security/advisories/GHSA-j3v8-v77f-fvgm
https://www.cve.org/CVERecord?id=CVE-2023-34253
https://nvd.nist.gov/vuln/detail/CVE-2023-34253
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