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Summary

CVE CVE-2023-34362

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-02 14:15:00 UTC

Updated 2023-06-23 17:15:00 UTC

Description In Progress MOVEit Transfer before 2021.0.6 (13.0.6), 2021.1.4 (13.1.4), 2022.0.4 (14.0.4), 2022.1.5 (14.1.5), and 2023.0.1 (15.0.1), a SQL injection vulnerability has been found in the MOVEit Transfer web application that could allow an unauthenticated attacker to gain access to MOVEit Transfer's database. Depending on the database engine being used (MySQL, Microsoft SQL Server, or Azure SQL), an attacker may be able to infer information about the structure and contents of the database, and execute SQL statements that alter or delete database elements. NOTE: this is exploited in the wild in May and June 2023; exploitation of unpatched systems can occur via HTTP or HTTPS. All versions (e.g., 2020.0 and 2019x) before the five explicitly mentioned versions are affected, including older unsupported versions.

Risk And Classification

EPSS: 0.942540000 probability, percentile 0.999320000 (date 2026-04-01)

CISA KEV: Listed on 2023-06-02; due 2023-06-23; ransomware use Known

Problem Types: CWE-89

CISA Known Exploited Vulnerability

Vendor Progress

Product MOVEit Transfer

Name Progress MOVEit Transfer SQL Injection Vulnerability

Required Action Apply updates per vendor instructions.

Notes This CVE has a CISA AA located here: https://www.cisa.gov/news-events/cybersecurity-
advisories/aa23-158a. Please see the AA for associated IOCs. Additional information is available at:
https://community.progress.com/s/article/MOVEit-Transfer-Critical-Vulnerability-31May2023.;
https://nvd.nist.gov/vuln/detail/CVE-2023-34362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Progress Moveit Cloud All All All All

Application Progress Moveit Transfer All All All All

Application Progress Moveit Transfer All All All All

References

Reference Source Link Tags

MOVEit SQL Injection ≈ Packet Storm MISC packetstormsecurity.com

https://cve.report/
https://cve.report/CVE-2023-34362/mitre
https://cve.report/CVE-2023-34362/nist
https://cve.report/CVE-2023-34362/cve_org
https://cve.report/CVE-2023-34362.pdf
http://cve.report/vendor/progress
http://cve.report/software/progress/moveit_cloud
http://cve.report/vendor/progress
http://cve.report/software/progress/moveit_transfer
http://cve.report/vendor/progress
http://cve.report/software/progress/moveit_transfer


MOVEit SQL Injection ≈ Packet Storm MISC packetstormsecurity.com

Progress Customer Community MISC community.progress.com

MOVEit Transfer SQL Injection / Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov kev

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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150691 MOVEit Transfer SQL Injection Vulnerability (CVE-2023-34362)

378543 IpSwitch MOVEit Transfer Critical Vulnerability (May 2023)
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