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Summary

CVE CVE-2023-34364

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-09 07:15:00 UTC

Updated 2023-06-21 01:55:00 UTC

Description A buffer overflow was discovered in Progress DataDirect Connect for ODBC before 08.02.2770 for Oracle. An overly large value for certain options of a connection string may overrun the buffer allocated to process the string value. This allows an attacker to execute code of their choice on an affected host by copying carefully selected data that will be executed as code.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Progress Datadirect Odbc Oracle Wire Protocol Driver All All All All

References

Reference Source Link Tags

Progress Customer Community CONFIRM community.progress.com

Develop, Deploy & Manage High-Impact Business Apps | Progress Software MISC progress.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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