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Summary

CVE CVE-2023-34367

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-14 20:15:00 UTC

Updated 2023-06-30 21:13:00 UTC

Description Windows 7 is vulnerable to a full blind TCP/IP hijacking attack. The vulnerability exists in Windows 7 (any Windows until Windows 8) and in any implementation of TCP/IP, which is vulnerable to the Idle scan attack (including many IoT devices). NOTE: The vendor considers this a low severity issue.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows 7 - All All All

References

Reference Source Link Tags

Windows 7 blind TCP/IP Hijacking – Pwnies MISC pwnies.com

Blind TCP/IP hijacking is resurrected for Windows 7 | The Daily Swig MISC portswigger.net

Windows 7 TCP/IP hijacking : pi3 blog MISC blog.pi3.com.pl

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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